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Abstract

Hiding a binary image into color or grey images has been adopted as a useful watermarking method
for protecting ownership rights. We propose a practical method for this purpose. We generate a
particular binary pseudo-random sequence resembling the sequence used in code division multiple
access (CDMA) method. We scramble the input binary image normally representing the ownership
by using the modified Hadamard kernel, generate the CDMA binary sequence robust to image pro-
cessing distortions, and hide the resulting sequence in the normalized host image. Experimental
results show that our method guarantees the robustness against common image processing attacks
such as JPEG compression, cropping, scaling, histogram equalization, changing luminance and con-
trast, etc.

Keywords: image watermarking, data hiding, Hadamard kernel, image normalization, geometric
attack

1 Introduction

Digital watermarking has been adopted in the industry as an effective method to resolve the problem
of copyright protection and information security. This method embeds the watermark information nor-
mally representing the ownership into the host multimedia data such as images, videos, or audios. The
watermark can be used as the evidence of identifying and prosecuting illegally pirated editions and the
effective means to protect ownership rights and prevent faking digital multimedia. In general, image wa-
termarking techniques should exhibit several requirements. These requirements include imperceptibility
of watermarked images, robustness of extracted watermarks, unambiguous watermarks, etc.[5]

Generally, digital image watermarking techniques can be divided into two groups. One is referred
to as the spatial domain method which directly modifies the color values of host image, and the other
one is referred to as the transform domain method which changes the transform coefficients of host
image. The familiar image transforms include the discrete Fourier transform (DFT), the discrete cosine
transform (DCT), the discrete wavelet transform (DWT), the Hadamard transform, the singular value
decomposition (SVD), etc [10].

In most applications, image watermarking should be robust enough to resist traditional image pro-
cessing procedures or malicious attacks. Until now, many watermarking algorithms which are robust
against common attacks have been proposed.1 However, many challenging problems still remain in prac-
tical applications. The resistance of watermarking to geometric attacks is the one of these problems. Such
attacks are easy to implement and make many of the existing watermarking algorithms ineffective. Ex-
amples of geometric attacks include rotation, scaling, translation, shearing, random bending, and change
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of aspect ratio [15]. Such attacks are effective in such a way that they can destroy the synchronization of
watermarking bit streams.

Here, we briefly introduce some of the previous trials to overcome geometric attacks that are mostly
referenced by researchers and relevant to our method proposed in this paper. Several approaches [16],
[14] based on the invariant properties of Fourier-Mellin transform have been proposed to deal with ge-
ometric attacks such as rotation, scaling, and translation. In Ref. [1], a watermarking scheme was
proposed using the moment based image normalization, a well-known technique in computer vision and
pattern recognition applications.[19] In this approach, both watermark embedding and extracting proce-
dures were performed on the normalized image of standard size and orientation. Thus, it is suitable for
public watermarking where the original image is not available for watermark extraction. Dong et al. [7],
[8] proposed two watermarking approaches. The first one is based on a watermark resynchronization
scheme, aimed to be robust to random geometric distortions. However, this scheme needs the original
image for watermark extraction. The second watermarking approach is a multi-bit public watermarking
scheme based on image normalization which is different from the one in Ref. [1] and based on direct
sequence code division multiple access (CDMA).

Recently, hiding a binary logo image normally representing the ownership into color or grey images
has been adopted as a useful and effective robust watermarking method against geometric attacks. Hus-
sein [11] proposed the scheme using the log-average luminance value. In his scheme, several blocks of
size 8× 8 are selected and used to embed the watermark. The selected blocks are chosen among the
blocks that have log-average luminance higher than or equal to the log-average luminance of the entire
image. A predefined value is added or subtracted from the luminance value based on the bit of water-
mark. His scheme is efficient against image cropping and JPEG compression. Unfortunately, his scheme
demands the original host image for extracting the watermark. Several researchers have proposed the
methods that do not need the original host image for detecting. Janthawongwilai [2] performed the wa-
termark embedding by modifying the blue channel value weighted from the embedding pixel and its
nearby pixels and retrieved the watermark by using a prediction technique based on a linear combination
of nearby pixel values around the embedded pixels. Berberidis [12] proposed the watermark embedding
method using the spatial perceptual mask based on the adaptive least squares prediction error of the host
image. The authors employed the correlation-based detector using the eight neighboring pixels of the
embedded pixel. Recently, Mettripun et al. [15] proposed an improved method by using the Gaussian
mask and the permutation spreader. All these methods [15], [11], [2], [12] use the black and white wa-
termark image with the same size as the host image. Therefore, they need to resize the watermark image
whenever they perform the watermarking [15].

In this paper, we propose an image watermarking scheme to provide the more improved robustness
to common image processing such as JPEG compression, cropping, scaling, histogram equalization,
changing luminance and contrast, etc. Our scheme is based on CDMA and image normalization which
are well known for its robustness. Most of the CDMA based schemes proposed so far [7], [8], [6]
have shown non-zero bit error rate (BER) even if the watermarked image has not been attacked. Our
CDMA scheme improves the BER by using the modified Hadamard kernel [9] as a binary pseudo-
random sequence according to a predefined seed in CDMA method. Compared to the pre-proposed
schemes [7], [8], our image normalization method is simpler and uses a standard size of the normalized
image. Therefore, it is not needed to resize the watermark image for watermarking each of different sized
images.

The rest of this paper is organized as follows. In Sec. 2.1, we introduce the general CDMA water-
marking method briefly. In Sec. 2.2, we describe the pseudo-random sequence used in our algorithm.
Actually, the generated pseudo-random sequence is the modified Hadamard kernel. In Sec. 2.3 and 2.4,
we describe our watermark embedding and extracting methods, respectively. In Sec. 3, we show our
experimental results to demonstrate the effectiveness of the proposed algorithm. Finally, we give our
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conclusions in Sec. 4.

2 Watermarking Algorithm

2.1 CDMA Watermarking

Suppose the watermark message is an 1-D binary sequence denoted by

M = {mi|mi ∈ {0,1}}, where i = 1,2, . . . ,(NW ×MW ) (1)

where, NW and MW are the column and the row length of the watermark image, respectively. Usually,
we convert M into the binary polar sequence M′,

M′ = {m′i|m′i = 1−2mi, where i = 1,2, . . . ,(NW ×MW ) (2)

Then, M′ is a binary polar sequence of {−1,1}. The pseudo-random noise pattern P is also defined
as

P = {pi, j, where i, j = 1,2, . . . ,(NW ×MW ) (3)

where, pi, j is a 2-D pseudo-random binary polar sequence of {−1,1} with zero mean generated by
the seed key. Then the CDMA watermark becomes

wi = Pi ·M′ =
NW×MW

∑
k=1

pi,km′k, where i = 1,2, . . . ,(NW ×MW ) (4)

where, Pi is the i-th column of P. The CDMA watermark is embedded into an original host image
additively by

v′i = vi +λWi, where i = 1,2, . . . ,(NW ×MW ) (5)

Here, we assume the size of host image is same as the size of watermark. vi is the pixel value of the
1-D ordered host image, λ is the coefficient used as the watermark strength, and v′i is the corresponding
pixel value of the watermarked image.

A simple watermark extraction can be performed using a correlation detector. The correlation is
calculated as

ci = ∑
k

pk,iv′k

= ∑
k

pk,ivk +λ ∑
k

pk,iwk

= λ ∑
k

pk,iwk

= λ ∑
l

m′lwk ∑
k

pk,l pk,i

= λm′i ∑
l
|pk,i|2 +λm′i ∑

l,l 6=i
m′l ∑

k
pk,l pk,i

= λm′i ∑
l
|pk,i|2

(6)
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where, ∑k pk,ivk ≈ 0, since we assume pk,i is a zero mean sequence of {−1,1} and uncorrelated with
vk. In (6), it is also assumed that pk,i and pk,l are uncorrelated when i 6= l and the term ∑l,l 6=i m′l ∑k Pk,l pk,i
becomes zero. Therefore, the watermark message can be extracted by

m′i ≈ sign(ci) (7)

2.2 Proposed CDMA Watermarking

In Sec. 2.1, we introduced the general CDMA method briefly. It is observed from Eq. (6) that ∑k pk,ivk
and ∑l,l 6=i m′l ∑k Pk,l pk,i are assumed to be close to zero. We claim that these values may not be zero
exactly so that there is a possibility that we may not extract m′i exactly even if the host image is not
distorted. In this paper, we modify the procedures to generate P to improve this problem. We generate it
by using the Hadamard kernel and modify the detecting process as follows.

Let the Hadamard kernel matrix of lowest order (N = 2) be

H2 =

[
1 1
1 −1

]
(8)

Then, HN represents the matrix of order N and can be generated by the recursive operations given by

H2N =

[
HN HN

HN −HN

]
(9)

where, N = 2n is assumed and H2N is the Hadamard kernel matrix of order 2N. For example, H8 is

1 1 1 1 1 1 1 1
1 −1 1 −1 1 −1 1 −1
1 1 −1 −1 1 1 −1 −1
1 −1 −1 1 1 −1 −1 1
1 1 1 1 −1 −1 −1 −1
1 −1 1 −1 −1 1 −1 1
1 1 −1 −1 −1 −1 1 1
1 −1 −1 1 −1 1 1 −1


(10)

Considering Eq. (4) and P substituted by HN ,w1 becomes the DC coefficient of M′. In normal cases,
M′ may not be assumed as random so that w1 tends to have the very high value. In order to avoid this
problem, we remove the first column and the first row of the Hadamard kernel. We call this the modified
Hadamard kernel. For example, the modified Hadamard kernel of order 8 becomes

−1 1 −1 1 −1 1 −1
1 −1 −1 1 1 −1 −1
−1 −1 1 1 −1 −1 1

1 1 1 −1 −1 −1 −1
−1 1 −1 −1 1 −1 1

1 −1 −1 −1 −1 1 1
−1 −1 1 −1 1 1 −1


(11)

Since we use the modified Hadamard kernel instead of P, the size of watermark message need to be
modified as

M = {mi|mi ∈ {0,1}}, where i = 1,2, . . . ,(NW ×MW −1) (12)
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where, the size of M in Eq. (12) is smaller than the size of M in Eq. (1) by 1 pixel and we assume
that this size of M is odd number. We convert M into M′.

M′ = {m′i|m′i = 1−2mi}, where i = 1,2, . . . ,(NW ×MW −1) (13)

Then, M′ is a binary polar sequence of {−1,1}. The pseudo-random noise pattern P is also defined
as

P = {pi, j}, where i, j = 1,2, . . . ,(NW ×MW −1) (14)

where, the sum of any raw or column of P is -1 exactly because, in any row or column of the modified
Hadamard kernel, the number of -1 is greater than the number of 1 by 1. P is rearranged using the seed
key as Figure 1.

Figure 1: Rearranged Hadamard kernel using seed key.

Then, the CDMA watermark becomes

wi = Pi ·M′ =
NW×MW−1

∑
k=1

pi,km′k, where i = 1,2, . . . ,(NW ×MW −1) (15)

The CDMA watermark wi in Eq. (15) is embedded into the host image. We present the detailed
watermark embedding and extracting methods in Sec. 2.3 and 2.4, respectively.

2.3 Watermark Embedding Procedure

Previous researches on color image watermarking [15], [4], [17], [18] have shown that the YCbCr color
space is more preferable for watermark embedding than the other color spaces such as RGB, YIQ, HIS,
HSV, etc. According to the characteristics of human visual system, human eye is known to be relatively
insensitive to the blue color [2], [9]. Therefore, it is preferable that we embed the watermark by modi-
fying the Cb-channel if we only consider the geometric attacks changing the blue component. However,
Cb-channel embedding suffers against image compression types of attacks such as JPEG because most
image compression methods also utilize human eye’s insensitivity to the blue color and quantize the
Cb-channel heavily. A study about selection of suitable color channel for watermark embedding is pre-
sented in Ref. [17]. It says that the Y -channel is the ideal space whenever the tolerance against JPEG
compression and noise addition is the most important concern.

We also notify that previous researches on image coding [13] and watermarking have shown that
the human visual system is known to be less sensitive to the edge region than the homogeneous region.
Therefore, we adjust the watermark strength for each pixel based on the edge strength. The simple
Sobel edge detector [9] is used for the implementation of the edge detection. A more sophisticated edge
detection method, such as the Canny edge detector [3], may be considered as a better edge detection
choice. But it is at the expense of increased complexity and our experiments for various test images have
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shown that the improvement by using the better edge detector is almost negligible for our watermarking
system.

In this paper, we embed the watermark in the YCbCr color space. We design our algorithm to be
able to adjust the watermark strength for each component of Y , Cb, and Cr based on the userś favorite.
The watermark strength for Y component is also adjusted by the pixelś edge strength. The watermark
embedding procedure is shown in Figure 2 and summarized as follows.

1. Represent a host image in YCbCr channels.

2. Denote the original watermark binary image by M.

3. Convert M into a binary polar sequence M′ by Equation (13).

4. Generate the modified Hadamard kernel P as described in Sec. 2.2.

5. Generate the CDMA watermark wi by Equation (15).

6. Generate the empty discrete cosine transform (DCT) coefficients of predefined standard size.

7. Locate wi ś in the mid-range of DCT domain along the pre-selected zigzag scan line path.

8. Apply the inverse DCT.

9. Resize the resulting image by the nearest neighborhood interpolation so that it has the same size
as the original image. The resized image is denoted as w′.

10. The final watermark image w′ is embedded into each component of the original image additively
with the corresponding watermark strength. This procedure produces the watermarked image as

 Ỹ
C̃b
C̃r

=

 Y
Cb
Cr

+wi

 λ (Y )

λ (b)

λ (t)

 (16)

2.4 Watermark Extracting Procedure

The watermark extracting procedure is demonstrated in Figure 3 and summarized as follows.

1. Represent the watermarked image in YCbCr channels.

2. Resize the watermarked image by the nearest neighborhood interpolation, so that it has the same
size of predefined standard size.

3. Apply the DCT.

4. Select the CDMA watermark wk in the DCT domain along the pre-selected zigzag line path.

5. Generate the modified Hadamard kernel P as described in Sec. 2.2.

6. A simple detection is performed for each component of Y , Cb, and Cr with s = Y , b, and r,
respectively, as
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Figure 2: Proposed Watermark Embedding Procedure.

c(s)i = ∑
k

pk,iwk

= λ
(s)

∑
l

m′l ∑
k

pk,l pk,i

= λ
(s)m′i ∑

l
|pk,i|2 +λ

(s)
∑

l,l 6=i
m′l ∑

k
pk,l pk,i

(17)

where, due to the property of modified Hadamard kernel, ∑k pk,l pk,i are exactly -1 for l 6= i and
|pk,i|2 = 1. Then,

c(s)i = λ
(s){m′i(NW ×MW −1)− (∑

l
m′i)+m′i}

= λ
(s){m′i(NW ×MW )− (∑

l
m′i)}

(18)

where, m′i is the binary polar sequence whose value is 1 and -1 corresponding to the white and the
black pixel in the watermark image, respectively. Therefore, |∑l m′i| becomes the difference between the
number of black pixels and the number of white pixels in the watermark image and may be assumed
to be relatively very small compared to (NW ×MW ). When the value of m′i is 1 and -1, the value of
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c(s)i becomes a large positive and a large negative value, respectively. Finally, we extract the watermark
image mi as follows.

mi =

{
1, ∑s∈{Y,b,r} c(s)i > 0
0, otherwise

(19)

Figure 3: Proposed Watermark Extracting Procedure.

3 Experimental Results

In our experiment, three images of Lena, Church, and Cave are used and shown in Figure 4(a-c). Their
sizes are all equal to 512×512 pixels. The binary watermark is shown in Figure 4(d) and of size 64×64
pixels. The normalized correlation (NC) [9] is used as the measure for the distortion between the original
watermark and the extracted watermark. The peak signal to noise ratio (PSNR) [9] for color images is
used as the measure for the distortion between the original host image and the watermarked image.

Figure 4: Original images and watermark, Left to right (a)-(d) : (a) Lena, (b) Church (Courtesy of Jan
Robert Frammarsvik), (c) Cave (Courtesy of Bartlomiej Okonek), and (d) the original watermark.
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Figure 5: Watermarked images with λ = 0.4 and extracted watermark with no attack: (a) Lena, (b)
Church, (c) Cave, and (d) the extracted watermark.

The watermark strengths λ (Y ), λ (b), and λ (c) are the parameters to be determined based on the userś
favorite on color components. These parameters affect the PSNR and the robustness results. The pa-
rameter λ (Y ) is also determined based on the edge strength. We convolve the Y component of host
image with 3× 3 horizontal and vertical Sobel masks [9]; denote the resulting values of the convo-
lution at position (k, l) by eh(k, l) and ev(k, l), respectively; obtain the edge strength by calculating

|e(k, l)| =
√

e2
h(k, l)+ e2

v(k, l); normalize the resulting values so that the mean value for the image be-
comes 1; and denote them by λe. For our experiments, we set the watermark strength for each component
of Y , Cb, and Cr, as λ (Y ) = λeλ , λ (b) = λ , and λ (c) = λ respectively. The watermarked images are shown
in Fig. 5(a-c) when λ = 0.4. Table 1 shows the PSNRś for several values of λ . Robustness against JPEG
compression is crucial. The results we obtained are summarized in Table 2. Robustness against cropping,
scaling, and image processing attacks is summarized in Table 3, 4, and 5, respectively.

Table 1: PSNR (dB) vs. Watermark Strength.
Watermark Strength Lena Church Cave

0.15 41.2404 41.8423 81.7793
0.25 37.6678 37.8254 37.8021
0.40 34.6254 32.9453 34.7469
0.50 31.5243 31.9234 31.8267
0.75 29.0321 29.5831 29.2194
0.85 27.2567 27.6651 27.5013
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Table 2: Robustness against JPEG Compression with λ = 0.4.
Lena Church Cave

JPEG Compression factor 1%

NC=0.997 NC=0.945 NC=0.911

JPEG Compression factor 10%

NC=0.987 NC=0.920 NC=0.896

JPEG compression factor 30%

NC=0.890 NC=0.842 NC=0.812

JPEG compression factor 50%

NC=0.770 NC=0.754 NC=0.729
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Table 3: Robustness against cropping attack with λ = 0.4.
Lena Church Cave

NC=0.918 NC=0.867 NC=0.858

NC=0.859 NC=0.797 NC=0.786

NC=0.951 NC=0.868 NC=0.836
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Table 4: Robustness against scaling attack with λ = 0.4.
Lena Church Cave

Scaling 200%

NC=0.999 NC=0.964 NC=0.934

Scaling 130%

NC=0.999 NC=0.951 NC=0.922

Scaling 80%

NC=0.959 NC=0.866 NC=0.871

Scaling 50%

NC=0.720 NC=0.694 NC=0.688
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Table 5: Robustness against image processing attacks with λ = 0.4.
Lena Church Cave

Histogram equalization

NC=0.953 NC=0.849 NC=0.832

Increasing luminance by 25%

NC=0.999 NC=0.823 NC=0.913

Descending luminance by 25%

NC=0.997 NC=0.896 NC=0.769

Increasing contrast by 25%

NC=0.997 NC=0.865 NC=0.769

Reducing contrast by 25%

NC=0.998 NC=0.945 NC=0.910

4 Conclusions

We propose the CDMA scheme for hiding binary logo image into color images which is useful for the
color image watermarking robust to common image processing attacks. We scramble the input binary
image normally representing the ownership by using the modified Hadamard kernel, generate the CDMA
binary sequence, and hide the resulting sequence in the normalized host image. While most of the CDMA
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based schemes proposed so far have shown non-zero BER even if the watermarked image has not been
attacked, our method does not show this problem. Compared to pre-proposed methods, our method is
simpler. We have shown the extracted watermarks to demonstrate the performance of proposed water-
marking algorithm for various image processing attacks. Compared to previously reported results, our
experimental results show the improved robustness to JPEG compression, cropping, scaling, histogram
equalization, changing luminance and contrast, etc.

In future work, we plan to extend and adopt these approaches to develop a new method for applying
on the residual layer of HDR image.
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