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Abstract

In recent years, the large-scale dynamic HTTP requests have raised great challenges for traditional
detection system in web applications. In general, intrusion detection is classified into misuse detec-
tion and anomaly detection. Misuse detection system has its own disadvantages in poor adaptabil-
ity and high-cost of renewal and maintenance. Therefore, anomaly detection system has emerged
as the improvement of misuse detection which can identify previously unknown attacks. However,
learning-based anomaly detection system is prone to result in high false positives. This paper presents
a hierarchical anomaly detection system that combines multidimensional feature generating system
and classification system. The whole system is divided into three steps: firstly, construct a separate
statistical model based on large quantities of HTTP access records; secondly, adopt unsupervised
learning algorithms to build a variety of detecting subsystems; finally, merge the results of every
subsystem by classification algorithm. We have evaluated this system by one month real web logs of
QIHU360. The results demonstrate that the proposed model has a good detection performance and
time complexity.
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1 Introduction

With the rapid development of the Internet, web applications are becoming richer and richer, but at the
same time, web-based attacks also become more and more complex. So anomaly detection has long
become the central study subject of web security.

Misuse detection system constructs models to the already known attacks and has a good detection
performance on all kinds of known attacks. But the main limitations lie in the following:

(1) Poor adaptability: the judgment criteria of similar regular expressions are easily evaded, and the
system cannot effectively detect unknown types of attack.

(2) High threshold: signature-based detecting method depends largely on the experience and judg-
ment of security researchers. It has a high demand for the expertise level of developers, therefore, causing
a high study threshold.

(3) High cost: rulebase needs to be regular update and maintenance by experts, while every modifi-
cation of online system costs a lot.

Intrusion detection system relies on normal behavior of users and applications to identify anomalous
activity. When the present behavior is detected different, the system is considered to suffer a certain at-
tack. If the anomaly detection model has good adaptation, it can detect several kinds of malicious attacks
and has the ability of detecting some unknown intrusion patterns. However, learning-based intrusion sys-
tems are prone to producing a large number of false positives that it isn’t as precise as misuse detection
system. In [5], Bayesian Hidden Markov Model is proposed to compose models and express inter-model
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dependencies in order to further enhance performance and availability. By improving k−means algo-
rithm, a system for clustering anomalies and classifying clusters is proposed in [12] to detect intrusion
behaviors including system or users’ non-normal behavior and unauthorized use of computer resources.
These kinds of systems can only report that there is an attacks without any supporting description of the
anomaly that has been detected. Juvonen and Hamalaine[10] considers a log anomaly detection frame-
work which is based on dimensionality reduction by using random projection and uses Mahalanobis
distance to find outliers. Ippoliti[9] introduces a support vector machine based on adaptive anomaly de-
tection and correlation mechanism for flow analysis. Application of growing hierarchical self-organizing
map to analyze the network traffic data and visualize the distribution of attack patterns is investigated
in [8]. Study[14][7] try to use the Shannon entropy analysis to detect these attacks, which assumes that
attacks should have more complexity than common access requests. Unfortunately, the system detects
the overall anomaly which results in a relatively sophisticated detection algorithm and therefore, is hard
for online detection. Baddar [1] presents several categorizations of anomaly detection solutions which
have adopted the machine learning approach. SVM, simulated annealing and decision trees were used to
select features and obtain decision rules to help identify new attacks in [13]. Barani [2] proposed GAAIS
algorithm based on genetic algorithm (GA) and artificial immune system (AIS) for dynamic intrusion
detection in ad hoc networks. In [6], Discriminative Restricted Botlzman Machine (DRBM) is used to
develop a self-learning anomaly detection approach which combines strong generative modeling with
classification accuracy in the network’s traffic.

This paper proposes a comprehensive detection system against Web anomaly. It combines multi-
dimensional feature generating system and hierarchical classification system, which makes a compre-
hensive assessment to the web-based access behavior. Whole system is divided into three steps: firstly,
construct a separate statistical model which is based on large quantities of HTTP access records under
each specific domain; secondly, construct a number of detecting subsystems based on statistical charac-
teristics and unsupervised learning algorithms; finally, remap the results of every detecting subsystem to
the new feature space and use classification algorithm for model merging.

This paper is structured as follows. Section 2 presents the architecture for whole system and briefly
describes its main subsystems with related algorithms. Section 3 provides an experimental evaluation
of every subsystem and integrated detection model with respect to real-world corporate dataset. Finally,
Section 4 draws conclusions and outlines future work.

2 Whole System

The whole anomaly detection system is mainly consist of four modules: data preprocessing, construction
of statistical characteristics, multidimensional subsystems and detection module. The system flow chart
is shown in Figure 1:
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normal description access and constructs a normal conduct model of the system. When 
the present conduct and normal conduct are detected different, the system is considered 
to suffer a certain attack. If the anomaly detection model has good adaptation, it can 
detect several kinds of intrusion and has the ability of detecting some unknown 
intrusion models. But it isn’t as precise as misuse detection system. Because the system 
detects the overall anomaly, it has a relatively complex detection algorithm, therefore, 
is hard for online detection. 

This paper puts forward a comprehensive detection system against Web anomaly. It 
combines unsupervised-learning-based feature generating system with supervised-
learning-based classification system, and makes a comprehensive assessment to the 
behavioral characteristics of the web access record. The detection algorithm can be 
divided into two steps. Firstly, construct a number of detection subsystems from 
different dimensions based on large quantities of log statistical characteristics under the 
same domain. Second remap the results of every detecting subsystem to the vector 
space of access record. Based on the idea of model merging and making use of Xgboost 
algorithm, classify every access record in order that the system has a high quality of 
detection as well as time. 

2. WHOLE SYSTEM 

The whole anomaly detection system is mainly made up of four modules: data 
preprocessing, statistical characteristics, multidimensional subsystem and detection 
module. The flow chart is as the following:  
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2.1 Data preprocessing 

The input of data preprocessing module is Web log (HTTP application layer packet), 
and a complete access record which at least includes the field of time stamp, source IP, 
source port, destination IP, destination port, URI and host domain, etc. The module 
mainly processes error, absent or repetitive data, and classifies log records according to 
different host domains. 

Figure 1: System Flow Chart
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2.1 Data Preprocessing

The input of data preprocessing module is Web log (parsed HTTP packets). A complete access record
at least includes the field of time stamp, source IP, source port, destination IP, destination port, URI and
host domain, etc. The module mainly processes error, absent or repetitive data, and classifies log records
according to different host domains.

2.2 Construction of Statistical Characteristics

Calculate all the related statistical parameters according to the log records under a certain domain output
by data preprocessing module, and construct a statistical model under specific domains. The following
four categories are included:

• HPFL (Hierarchical Path Frequency List): count the frequency of every hierarchical path and the
two neighboring hierarchical path according to the path field of each URI ;

• BPS (Bag of Parameter Subset): First, as for every record under the same path, extract all the
parameters (p1, p2, ..., pk) that appear in the parameter field and form a subset of parameter Si =
{{p1, p2, ..., pk}}. Then gather the different parameter subsets and form a BPS under a certain
path, that is S = S1∪S2∪ ...∪Sn (n is the record number under a specific path);

• PRS (Parameter Rule Set): Firstly, extract parameters and compose a directed graph according to
each ordered sequence from every URI under the same path. Secondly, traverse all the parameters
(nodes) and calculate the links between the nodes to make sure whether they are connected. Finally,
construct PRS (S). Take parameter x and y for example:

(1) If node x can reach node y, but node y cannot reach node x, it means node x is surely before
node y, then add side (y, x) to S.

(2) If node y can reach node x, but node x cannot reach node y, it means node y is surely before
node x, then add side (x, y) to S.

(3) All the other conditions cannot conclude the fixed sequence, nor can they change the rule set S.

• EPS (Enumeration Parameter Set): enumeration parameter refers to that parameter value under
certain variables all come from a fixed finite EPS[11], such as content identification or index. We
firstly introduce two auxiliary functions f (x) and g(x) as shown in Equation 1 and 2.

f (k) = k k = 1,2,3...n (1)

g(k) =


0 , k = 0
g(k−1)+1 , qk does not occur in the first k−1 parameter values
g(k−1)−1 , qk has occured in the first k−1 parameter values

(2)

Suppose a certain parameter q under a path has n values (q1 ,q2, ...,qn). Then f (x) and g(x) are
concluded from the actual data, then calculate the correlation coefficient ρ of the two functions.
We can judge whether a certain variable name belongs to enumeration parameter set by using the
following rules:

(1) If ρ < 0 (negative correlation), variable name q is enumeration;

(2) If ρ > 0 (positive correlation), variable name q is stochastic;

3



Anomaly Detection System of Web Attacks Li, Guan, and Jiang

(3) If ρ ≈ 0, it is hard to judge the type of variable name q. To avoid false positive, it can be dealt
as stochastic type.

EPS contains all parameters that are judged as enumeration.

2.3 Multidimensional Subsystems

Detect the behavioral characteristics from different dimensions and form new feature vectors for final
classification. Every subsystem will detect the certain dimension of a single record, generating a proba-
bility that the record can be regarded as a normal behavior. Whole multidimensional module is consist
of three parts and the construction is shown in Figure 2.

Path

Parameter 
Name

composition

order

Parameter
Value

length

special 
symbol

enumeration

character 
distribution

Figure 2: Construction of Subsystems

2.3.1 Path

Calculate the normal probability of the path in URI by using Ngrams[3] (we choose Bigram here).
Consider a specific path: a/b/c?x = 1&y = 2. As for P(b|a), according to the conditional probability
and maximum likelihood estimation:

P(b|a) = P(a,b)
P(a)

=
Count(a,b)
Count(a)

(3)

Among it, Count(a,b) represents the frequency that path a appear before path b. Count(a) stands for
the frequency that Path a occur. The specific number can be acquired from HPFL in previous module.
As for the imbalance caused by different lengths of paths, we can adopt the related regularization term
to revise it. The example is shown in Table 1.

Table 1: The process of calculating path probability
URI a/b/c?x = 1&y = 2
path /a/b/c

path depth 3
add location identifier HEAD/a/b/c/END

normal probability 3
√

log[p(a|HEAD)∗P(b|a)∗P(c|b)∗P(END|c)]
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2.3.2 Variable Correlation

In most cases, users don’t manually input all parameters of URI in the browser but click the page links
or buttons to open a web page. The URI generated from those links or buttons is pre-defined by client
programs, scripts or HTML forms. This mechanism make the parameters have a strong regularity in
composition, number and order, etc. Therefore, the conditions of the excess, lack, disorder of the relevant
parameters should be regarded as abnormal.

• Variable Composition
If the variable composition extracted from a record’s URI is not in its corresponding BPS, it is
judged to be anomaly, output 0. Otherwise, output 1;

• Variable Order
If the corresponding PRS contains the order of the record’s variable, indicating that the variable
sequence is abnormal, output 0. Otherwise, output 1.

2.3.3 Parameter Value

Normal query parameter values are automatically generated by web scripts or users’ input through HTML
forms. The string length of these parameters is either fixed or changed in a small range. However, many
malicious attacks contain parameter values that are often far beyond the normal range. For example,
buffer overflow attack often contains malicious binary code with hundreds of bytes, while XSS attack
will be embedded with a large number of invasive scripts. Meanwhile, under normal conditions, the
character distribution of the specific parameter values has a regular structure. As for anomaly records,
there will be a completely different character distribution, for example some exploratory behaviors before
the attacks will contain a large number of “.” symbols so as to achieve traverse routing space.

This module is consist of four parts: length distribution, special symbols, enumeration and character
distribution.

• Length Distribution
The revised Chebyshev inequality is used to calculate the normal probability of the length distri-
bution. Assuming the variable xi whose means of the value length distribution is µi, and standard
deviation is σi. If a record whose corresponding parameter value length is li, if li ≤ µi, then output
1. Otherwise, as shown in Equation 4, calculate the normal probability P(xi) with distribution of
variable xi as output:

P(xi) =
1

1+ 1
σ2

2εi2

=
1

1+2 εi2

σ2

,εi = li−µ (4)

• Special Symbols
The special symbol sets: S = {“!”, “@”, “#”, “%”, “∗ ”, “(”, “)”, “{”, “}” . . .}. The probability
of all special symbols contained in parameter value of the whole model space is used as its normal
probability. For a specific record, get each normal probability of the special symbol contained in
the parameter value and take its minimum as variable’s normal probability. Then take the minimum
normal probability of every different variable in the record as the output of the module.

• Enumeration
For a specific record, if a variable is judged as enumeration parameter and not belong to the relevant
EPS, this behavior is then asserted as anomaly and output 0. Otherwise, the subsystem output 1.
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• Character Distribution
The character distribution contains direct character distribution test[11] and aggregated character
distribution test. The former is based on the single ASCII code for interval division as shown
in Table 2, and the latter is based on the character categories (uppercase letters, lowercase let-
ters, control character, digit, unprintable characters, out-of-range characters) as shown in Table 3.
Combined with the probability expectation among specific ranges of characters, the Chi-square
test is used to respectively calculate the normal probability of character distribution under those
two conditions.

Table 2: Direct character distribution test
Interval number

(position of ordered probability sequence)
1

(0)
2

(1-3)
3

(4-6)
4

(7-11)
5

(12-15)
6

(16-255)
x x1 x2 x3 x4 x5 x6

y y1 y2 y3 y4 y5 y6

... ... ... ... ... ... ...

Table 3: Aggregated character distribution test

Character type
uppercase

letter
lowercase

letter
control

character
digit

unprintable
character

out-of-range
character

x x1 x2 x3 x4 x5 x6

y y1 y2 y3 y4 y5 y6

... ... ... ... ... ... ...

xi and yi respectively represent the probability expectations that the frequency of characters in a
given interval (∑

i
xi = 1,∑

i
yi = 1).

Take the direct character distribution test to illustrate the calculation process of a specific record:
assuming the URI is “a/b?x = 123@mm&y = nn#1#2”. The parameter value of variable x is
123@mm, the frequency of the ASCII code is shown in Table 4:

Table 4: ASCII Code frequency of variable x
ASCII Code 0 1 ... 49 50 51 ... 64 ... 109 ... 255
Frequency 0 0 ... 1 1 1 ... 1 ... 2 ... ...

Without taking the character value into account, the frequency is rearranged by the order from big
to small, then the ordered frequency (2,1,1,1,1,0,0, ...,0) is acquired. The sequence includes 256
elements, and the corresponding index is (0,1,2, ...,255). Then according to the partition of Table
2, sum up the frequency of the sequence in the corresponding interval to get the following interval
distribution as shown in Table 5:

Table 5: Character distribution of variable x
Interval number

(position of ordered probability sequence)
1

(0)
2

(1-3)
3

(4-6)
4

(7-11)
5

(12-15)
6

(16-255)
Interval Frequency 2 3 1 0 0 0

The interval frequency distribution are tested with Chi-square (DOF is 5). P(χx
2|5) is the normal

probability for the character distribution corresponding to the variable x. The calculation process
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of variable y is similar to the above, eventually the normal probability of the record is the minimum
of the two, that is min(P(χ2

x |5),P(χ2
y |5)).

• Generation of Feature Vector

According to the detection result of each subsystem, each record is mapped into an 8 dimensional
feature vectors as shown in Table 6, which is used as the input features of detection model.

Table 6: An instance of feature vector

Feature path
variable

composition
variable

order
value
length

special
symbols

enum-
eration

value
ditribution

value
distribution2

x8×1 x(1) x(2) x(3) x(4) x(5) x(6) x(7) x(8)

x(1),x(4),x(5),x(7),x(8) are the floats from zero to one, x(2),x(3),x(6) are boolean parameter which is
zero or one.

2.4 Detection model

Based on the multidimensional feature vector above, classification algorithm (Decision Tree, SGD, SVM,
etc.) was used to detect anomaly on web logs. The detection flow chart is shown in Figure 3:

Web Logs

(training + testing)
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Figure 3: Detection Flow Chart

The input matrix of training data is shown as Equation 5:
x(1)1 ,x(2)1 ,x(3)1 ,x(4)1 ,x(5)1 ,x(6)1 ,x(7)1 ,x(8)1 ,y1

x(1)2 ,x(2)2 ,x(3)2 ,x(4)2 ,x(5)2 ,x(6)2 ,x(7)2 ,x(8)2 ,y2

...

x(1)m ,x(2)m ,x(3)m ,x(4)m ,x(5)m ,x(6)m ,x(7)m ,x(8)m ,ym


m×9

(5)

m represents the total record number of training dataset. x(b)a represents the bth (1≤ b≤ 8) dimension
of ath record in the training dataset. yk represents the real label of kth record (-1 represents anomaly, +1
represents normal record).

The input matrix of testing data is shown as Equation 6:
x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1

x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2

...

x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n


n×8

(6)
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n represents the total record number of testing dataset. x̂(b)a represents the bth (1≤ b≤ 8) dimension
of ath record in the testing dataset.

The output matrix of detection model is shown as Equation 7:
x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , x̂(1)1 , ŷ1

x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , x̂(1)2 , ŷ2

...

x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n , x̂(1)n


n×9

(7)

n and x̂(b)a represent the same meaning in Equation 6. Alternatively, yk represents the predicted label
of kth record (-1 represents anomaly, +1 represents normal record).

3 EVALUATION

3.1 Dataset

The dataset adopted in this paper is a one-month web logs (parsed HTTP packets) under a certain domain
(xiaoshuo.360.cn) in company QIHU360. There are 883355 access records, with the proportion of
normal records to anomaly being 8:1. Each access record is labeled as either normal, or as an attack,
with exactly one specific attack type. Attacks fall into six main categories: XSS(Cross Site Scripting),
SQL Injection, XML Injection, CRLF Injection, LFI(Local File Include) and Directory Traversal. Due
to the intercompany scanners used for emulating attacks, the input dataset contains various typical attack
types and the total anomaly proportion is larger than conventional access logs.

The first 20% of normal records (according to the time order) are adopted to construct statistic mod-
els, while the rest of the whole records are split medially into training and testing data for the detection
model. The detail is shown in Table 7.

Table 7: The record number of input dataset
Statistic model Training data Testing data

Normal record
(768187)

157237 314475 314475

Abnormal record 0 48584 48584

3.2 Single Model

Based on Decision Tree, we use the output of each subsystem as a separate classifier to detect anomaly
records. The corresponding detection performance of the single model is shown in Table 8.

Table 8: The detection performance of each single model
Path Variable composition Variable order Value length

Precision 0.87065 0.79964 0.74570 0.78180
Recall 0.88890 0.75662 0.83323 0.79723

Special Symbols Enumeration Value distribution Value distribution2
Precision 0.84426 0.74407 0.87101 0.84947

Recall 0.89971 0.80023 0.89908 0.89986
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It can be observed from the above table that path, special symbols and two kinds of parameter value
distribution features achieve an good performance in the single model. Obviously one important reason
is that general injection attacks need to ship the shell code (HTML, scripts, Linux commands, etc) and
additional padding into the fields of HTML form which may well contain variety of special symbols. Xss
scripting attempts require a substantial amount of characters, thereby increasing the abnormal parameter
value noticeably. Directory traversal attempts stand out because of the unusual structure of the repetitions
of slashes and dots, which can be easily detected by the feature - path or value distribution. Above all,
these three features have strong separate classification ability in our verification environment.

However, with the supreme precision and recall being 0.871 and 0.899, it is hard to meet the practical
requirements of an corporate-level detection system.

3.3 Integrated Model

With the multidimensional feature vector as shown in Equation 7, different machine learning algorithms
are selected as classification models. The corresponding detection performance is shown in the Table 9:

Table 9: The detection performance of different algorithms
Decision Tree SGD SVM Random Forest Xgboost

Precision 0.92358 0.96750 0.98524 0.98750 0.99988
Recall 0.94156 0.95730 0.95114 0.99455 0.99640

Cost time(s) 128 460 9434 1497 697

It can be observed from the above table that the detection performance of any integrated model is
much higher than that of the single model. The precision and recall of Decision Tree, the simplest
classification model is higher than 0.92. Compared with five kinds of prediction algorithms, Xgboost[4]
possesses the optimal detection performance, with merely about 0.0001 false positive (FP) rate. In order
to avoid overfitting, Xgboost does a second order Tailor expansion on object function and adds an extra
regularization term to balance the decrease of loss function and model complexity. Besides robust, its
time complexity is far below the SVM and it is better than another tree model, Random Forest.

4 Conclusion

To deal with the limitation of misuse detection system and traditional intrusion system, this paper has
represented a comprehensive detection system, combining feature generating with prediction algorithms
to achieve a integrated assessment on behavioral features of the web access records. Especially, using
Xgboost as a merging model, the detection precision and recall will reach 0.9998 and 0.9964 that are
really remarkable. Additionally, the whole module has an ideal time complexity, which is sufficient for
applying this mechanism in corporate-level detection system.

In the future, we plan to continue the use of hierarchical approaches to detect web-based intrusions.
We are going to concentrate on the improvement of the detection performance and adding self-adaption
threshold to automatic update domain’s statistical characteristics.
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